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Data Security Monitoring Tool
Center Name:_______________________________________________________________________  

Completed By: __________________________________________  Date Completed: ____________ 

	Monitoring Questions
	Y
	N
	Protocol & Instructions

	1. Does the provider have a Data Security Officer? If so, list name(s):

Name of person responsible for data security?


	
	
	Request name of the Data Security Officer from provider 



	2. Does the Data Security Officer demonstrate familiarity with the use, operation, oversight or management of computer systems?


	
	
	Request a copy of the Data Security Officer’s resume to determine educational qualifications, training and experience 

	3. Does the provider maintain a list of employees who have password access to the Alice/STARS data system?


	
	
	Request the list of employees in order to verify that each has a completed CF 114 (see #4).   



	4. Do any employees use someone else’s user code/password to gain access to Alice data without emergency justification from the Data Security Officer?  If so, please list on a separate sheet.


	
	
	Obtain assurances from the Data Security Officer that no one else has user code/password access to the data systems 

	5. Are there any instances of unlawful data use by the provider or any of its employees?  Please document these on a separate sheet.


	
	
	Ask during interviews with employees, management and clients if there have been any reports or filed complaints of unlawful use 

	6. Are there any instances of persons who are no longer eligible retaining their user code/password?


	
	
	Standard Contract Section, I.W.1.

Interview employees and management with prior access to determine if they can still access Alice using their user code/password 


Instructions for Data Security Monitoring

The purpose of this monitoring is to determine that the provider has a Data Security Officer in charge of protecting data that are entered into or retrieved from electronic systems; that the Data Security Officer is supervising and tracking all center staff (employees or contracted personnel) who have access; that the Data Security Officer is furnishing Security Awareness training to the relevant staff. 

1. Prior to visiting the center location, the monitor shall request the name of the Data Security Officer and a list of provider employees who have password access to Alice.

2. During the monitoring visit, the monitor shall meet the Data Security Officer.  The Data Security Officer, either by employment background or educational qualifications, shall be able to demonstrate familiarity with the use, operation, oversight or management of computer systems.  FCADV shall be satisfied that the Officer can understand, institute and monitor data security protocols.

3. Monitors shall visually inspect workflow of employees who have Alice access and receive assurances from the Data Security Officer that no one else has usercode/password access to Alice that is not allowed.

4. The monitor shall verify that each employee has attended Security Awareness training; and that the training is documented in his/her personnel folder. The monitor shall request evidence (e.g., sign in sheets or completion certificates) that the required training has been conducted.
5. If any of the following activities are observed or discovered, the monitor shall cite the provider for noncompliance with contract terms.

a. The provider does not have a Data Security Officer.

b. The provider does not have a Data Security Officer appropriately skilled for that position.

c. The provider does not have or does not provide a list of employees who have usercode/password access to Alice data.

d. Current employees have passwords but have received the required security training.

e. Current employees are using someone else’s usercode/password to gain access to Alice data unless the provider produces documented justification for an emergency where data were needed immediately.

f. Current employees or others associated with the provider are using data in an unlawful manner.

g. Persons no longer eligible to use the system retain their usercode/password.
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